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union all select

* from t_user

or
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Or. Iwy&ExR

strSQL = "SELECT * FROM users WHERE userID =™ + userlD + ™ and

pw — III+ passWord +III;II

strSQL ="
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strSQL = “select * from users where userlD="+userID+“and password="+psw

select ... from users where userlD=" or 1=1 -- and pass...

select ... from users where userlD=" or 1=1 # and pass ...
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Hfupdate
; update Users set pwd="1"

« Hfdelete, drop
o :delete from users

 ;drop from users
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EERiE: select * from t where date>=? and date<=?
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SQL1: select * from t where ${mac1}

mac1: date>=valuel and date<=value2
7Jrek: areain (1,2,3)

SQL2: select ${zd} from T where ...
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SQL1: select * from t where ${mac1}

mac1: 1=0 union select ... from user

SQL1: select * from t where (${mac1})
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SQL1: select * from t where (${mac1})

mac1: 1=0) union select ... from user where (1=1
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SQL1: select * from t where (${mac1}) or ${mac1}

mac1: 1=0) union select ... from user where (1=1
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ragsoftConfig.xml

disallowedParamWordList

in:

<property name="disallowedParamWordList"
value="select,from,union,union all,or,--" />
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*Di\e_reportMew v 21\ report\web\webapps\demo\WEB-INF\ragsoftConfig.xml - Notepad++

H(F)  4R3E(E) : MEN REN &=L =BT IBO) =M 7R #%HF sOon 2
EHEHB & Doc ik | BE|Z
| ':a_q_z:::f'tl::n:nnf" :rnlt3|

Ill.l:l "

xedVersion=1,6,0,0" /=
AIdPrefix"
tTime
rutCachePath"

m" wvalu
"WEB- INF,

*aramwWordList" walus="
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Url: http://localhost:6868/demo/report)sp/showReport.jsp?rpx=a.rpx&ar
g2=%2]}; union select * from users
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BlEEET, arg2@BRaEll Mai: select (7S: 9
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public class ResistSQLInject implements IParamChecker {
/B A @R E false, EfitparamNamell{EAFRRICEEHAAISE]
public boolean check(String s, String s1) {
[/sTIRER--B8A, EXHSHE: s1HRFEIEINIRsavS(E
return false;
}
/SRR EI B rIERAFE SR
public String getCause() {
return "EIRER";
}
}
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public class ResistSQLInject implements IParamChecker {
private String cause = "";

public boolean check(String paramName, String inputValue) {
if(inputValue == null || inputValue.length() == 0){//M1RSEEI=, WEHEKLE
return true;
}
if(wordList == null){ //ANRENXEFFIRES, WAEEE

return true;

}

return true;

}

public String getCause() {
String tmp = this.cause;
this.cause = "";
return tmp;
}
}
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private String cause = "";
private List<String> wordList = new ArrayList<String>();
/*

* @paramName ISIFRISHE
@inputValue ISiFRISEE

*/
public boolean check(String paramName, String inputValue) {
//wordList.add("select");
if(wordList == null){ //AIFRIENREFFERRS, WAERE
return true;
}
if(inputValue == null || inputValue.length() == 0){//M1RSHKEN=, WEHEKLE

return true;
}
for(inti = 0; i < wordList.size(); i++){
inputValue = inputValue.toLowerCase();//i: X8, BRATARD KNS
if(inputValue.indexOf(wordList.get(i).toLowerCase()) >= 0){
StringBuffer sb = new StringBuffer();
sb.append("BBEkKEL, ").append(paramName).append("SEPRZHFLATIEL: ").append(wordList.get(i))
.append("\nfiig&: ").append(inputValue.indexOf(wordList.get(i).toLowerCase()));

this.cause = sb.toString();
return false;

}
}

return true;

}
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public boolean check(String paramName, String inputValue) {

//wordList.add("select");

if(wordList == null){ //4IREMXEFFIRREZ, WAEKEE
return true;

}

if(inputValue == null || inputValue.length() == 0){//M1RSHEN=, WEEKLE
return true;

}

for(inti = 0; i < wordList.size(); i++){
inputValue = inputValue.toLowerCase();//iX8B, BEATARS KNS
if(inputValue.indexOf(wordList.get(i).toLowerCase()) >= 0){

StringBuffer sb = new StringBuffer();

this.cause = sb.toString();
return false;

}
}

return true;
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xml (raqsoftConfig.xml) :

paramCheckClassiZ ESE{ERILRIEIEE
<property name="paramCheckClass" value="com.raqsoft.hyl.ResistSQLInject " />

="glwaysBEeloadDefine"

="maxDats

alus="defanlt"
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Url: http://localhost:6868/demo/report)sp/showReport.jsp?rpx=a.rpx&ar
g2=%4k union select * from users
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http://www.ragsoft.com.cn/wx/hdg-strategy-save.html
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http://www.ragsoft.com.cn/wx/hdg-strategy.html
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